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O NOpAAKE XPAaHCHU U 3allIUTHI ICPCOHAJIBHBIX JaHHBIX MOJIb30BaTeICH

1. TepMuHsbI U onpeeaeHUs
CaliT — COBOKYMHOCTh IIPOTPAaMMHBIX W amlapaTHBIX cpeacTB st OBM, obecrieunBaronux MyOTUKAIUIO IS
BceoOmero 06o3penuss nHGOpMaMd U IAaHHBIX, OObEAMHEHHBIX OOIIUM IIEJEBBIM Ha3HAUYEHHEM, HOCPEACTBOM
TEXHHYECKUX CPEICTB, MPUMEHSEMBIX s cBsi3u Mexay OBM B ceru Mureprer. Iloxg Caiitom B CornameHun
nonumaercsi Caiit, pacrosiokeHHbIN B cet MuTepHeT 1o aapecy: http://school-four34.ru/
Ilonp30oBaTenp — mosb3oBaTenb ceTd MHTepHeT M, B wacTHocTH, CaiiTa, MMEIOIIMI CBOIO JIMYHYIO CTpPaHUILY
(npodusb/aKkayHT).
Oenepanbasiii 3akoH (D3) — Denepanprbrii 3akoH oT 27.07.2006 Ne 152 @3 «O nepcoHanbHBIX TaHHBIX» (anee —
3aKOH O MEePCOHABHBIX TaHHBIX).
HCpCOHaHBHBIC JaHHbIC — J'IIO63$I I/IH(I)OpMaHI/IH, OTHOCAIIAACAd MNpsAMO WJIM KOCBCHHO K OIIPCACICHHOMY WJIH
ompezaensseMoMy QU3NIecKoMy JIHIY (CyOBEKTY MePCOHAIBHBIX TaHHBIX).
Omneparop — opraHu3anusi, CaMOCTOATEIBHO WM COBMECTHO € APYTMMHU JMLAMHM OpPraHMU3yloIas oO0paboTKy
NEPCOHAJIBHLBIX JOAaHHBIX, a TaKKE OIIpcAcAomas nejiu 06pa6OTKI/I MEPCOHAJIBHBIX OaHHBIX, MNOIJIC)KAIIUX
00paboTke, MEeHCTBHUS (Omepariuu), CoBepIlllaeMble C IMEepCOHANBHBIMU JaHHBIMHA. Omnepatopom sBisercss MKOY
«CHI ¢ yrmyOneHHBIM U3yYeHHEM OT/IENBHBIX MpeaMeToB T. JKupHOBCKay, pacmonoxenHoe mo aapecy: 403792, r.
Kupnosck, yi. JlecHas, a. 15.
O0paboTka MepcOHANBHBIX JAHHBIX — JII0OOe aelicTBHEe (Omepanys) WIM COBOKYITHOCTH JIeHCTBHU (omepanmid),
COBEPIIAEMBIX C HCIOJBb30BAHHEM CpPEICTB aBTOMATH3ALUM WIM 0€3 HCIOJIb30BaHUSI TaKUX CPEICTB C
NEPCOHAJIBHBIMU OAaHHBIMU, BKIIIOYaAd C60p, 3alUuCh, CUCTECMATHU3allUI0, HAKOIIJICHUEC, XPAHCHUEC, YTOYHCHHUEC
(oOHOBIIEHUE, U3MEHEHUE), U3BJICUCHHUE, NCTIOIB30BaHKe, TiepeIady (pacnpocTpaHeHue, MPe0CTaBIeHHE, TOCTYII),
o0e3nuuuBanue, OJIOKUPOBaHKE, YAAJICHUE, YHUITO)KEHHE EPCOHAIBHBIX JAHHBIX.
ABTOMaTH3UpPOBaHHAsA 00pabOTKa NMEPCOHAIBHBIX JAaHHBIX — O0pabOTKa MEPCOHAIBHBIX AHHBIX C MOMOIIBIO
CpeacTB BBIYHCIIUTEIILHOM TEXHUKH.
PaCHpOCTpaHeHI/Ie NEPCOHAJIBHBIX JAaHHBIX — IleﬁCTBPIe, HaIpaBJICHHOC Ha PACKPBITHC IMCPCOHAJIBHBIX OJaHHBLIX
OTIpeJIeJIEHHOMY KPYTY JIMII IO TIPEIBAPUTEIILHOMY COTJIACHIO, B CIyYasx, PEAYCMOTPEHHbBIX 3aKOHOM.
HpeI[OCTaBJ'IeHI/Ie NEPCOHAIIBHBIX OaHHBIX — HeﬁCTBHH, HampaBJICHHBIC Ha PACKPBLITUC NEPCOHAJIBHBLIX JaHHBIX
OTIpEJICIIEHHOMY JIMITY WITH OTIPEICIIEHHOMY KPYTY JIHII.
brnokupoBaHne mNepcOHANBHBIX IAHHBIX — BPEMEHHOE INpeKpalleHue OoOpabOTKM INEepCOHAJBbHBIX NaHHBIX (3a
WCKIIIOYEHHEM CIIydaeB, eciii 00paboTka HE0OX0auMa AJIsl yTOUHEHHSI IEPCOHAIBHBIX JaHHBIX).
YHuuTOXKEHNE INEPCOHAJIBHBIX JAaHHBIX — I[eﬁCTBPIH, B PpPE3YyJbTAaTC KOTOPBIX CTAHOBUTCA HCEBO3MOXHBIM
BOCCTaHOBHUTD COZIEPKaHHE NEPCOHANBHBIX IaHHBIX B MH()OPMALIMOHHOM CHCTEME NEPCOHAIBHBIX TaHHBIX W/WIN B
pe3ynbTaTe KOTOPhIX YHUUTOXKAIOTCSI MaTepUalIbHbIe HOCUTEIN NEPCOHATIBHBIX TaHHBIX.
OO0e3nuuBaHne TEPCOHANBHBIX JaHHBIX — JICHCTBHS, B pE3yJbTaTe KOTOPBIX CTAHOBHUTCS HEBO3MOXKHBIM 0€3
HCIIOJIb30BaHUA )Z[OHOJ'IHI/ITCJ'H)HOI‘/II I/IH(bOpMaHI/II/I ONpeaAciInTb MNPUHAJICKHOCThL IMEPCOHAJIBHBIX HJaHHBIX K
KOHKPETHOMY CYOBEKTY NEPCOHABHBIX JaHHBIX.
HNudopmanmonnas cucrema nepcoHanbHbIX JaHHbIX (UCIIJIH) — cOBOKYIHOCTh cojiepKauxcs B 0a3zax JaHHBIX
NEPCOHANBHBIX JaHHBIX U O00ECIeYMBAONIMX HX O00pabOTKy HH(GOPMAIMOHHBIX TEXHOJIOTUH W TEXHUYECKUX
CPEACTB.

2. O01He oN0KEHUS
2.1. TlonoxeHne O TOPSAKE XpaHEHUS W 3allUTHl TMEPCOHANbHBIX NMaHHBIX [lomp3oBareneit Caiita (manee —
[Tonoxxenune) pazpaboTaHo C ETbI0 COONIOICHUS TpeOOBaHu 3aKkoHOJaTenbcTBa PD, conepxalinx nepcoHainbHbIe
naHHble ¥ uaeHTudukanuu [loas3oBareneit, Haxoasuxcs Ha CaiTe.



2.2. [Tonoxenwue pa3paborano B cootBercTBUM ¢ KoHctuTynue PO, I'paxxnanckum koxekcom PO, neiictByrommm
3aKOHOATeNbCTBOM PD B 001aCTH 3aIIUTHI HEPCOHANBHBIX TaHHBIX.

2.3. TlonoxeHne ycTaHaBIMBAET MOPAAOK 00pabOTKM NepcoHANBHBIX AaHHBIX [lonb3oBareneit CaiiTa: AecTBHS MO
cOopy, cuUCTeMaTH3alld, HAKOIUICHHIO, XPAaHEHHIO, YTOYHEHHUIO (OOHOBICHHUIO, M3MEHEHHIO), YHUYTOKCHHIO
NEPCOHAIBHBIX JAHHBIX.

2.4. llonoxxeHne ycTaHABIMBAET 00s3aTeNbHBIE A COTPYAHIKOB OmepaTopa, 3a/1eliCTBOBAHHBIX B 00CTYKHBaHUU
Caiita, oOmue TpeOoBaHMS M TMpaBHja 1Mo paboTe CO BCEMH BHAAMH HOCUTENEH HMH(pOpMAaluu, COmepKalliMU
nepcoHanpHbIe nanubie [lonp3oBareneit Catita.

2.5. B TIlomoxkeHnH HE paccMaTpUBAIOTCS BONPOCH oOOecneueHHs Oe30MIaCHOCTH IIePCOHAIBHBIX JaHHBIX,
OTHECEHHBIX B YCTAaHOBJIEHHOM IMOPSJIKE K CBEIEHUSM, COCTaBISIOIIMM TOCYJapCTBEHHYIO TaiHy Poccuiickoit
®denepanuu.

2.6. Lemssmu [TonokeHus SIBISFOTCS:

— ofecrieueHue TpeOOBAaHMII 3aIIUTHI TpaB M CBOOOA YeNOBEKa M TPaKJaHWHA MPH 0OpabOTKe MepCOHANBHBIX
JTAaHHBIX, B TOM YHCJIE 3allUThl IPaB HA HEMPUKOCHOBEHHOCTh YaCTHOW JKM3HM, IMYHYIO U CEMEWHYIO TalHYy;

— HUCKJIIOYEHHE HECAHKIMOHMPOBAHHBIX NEHCTBUM cOTpyAHUKOB Omeparopa W JHOOBIX TPETbUX JHIl 1O cOOpY,
CHCTEMaTHU3alliy, HAKOIUICHHUIO, XPAaHEHUIO, YTOYHEHUIO (OOHOBIEHUIO, M3MEHEHHIO) MEPCOHAJbHBIX NaHHBIX,
UHBIX ()OPM HE3aKOHHOTO BMEIIATEeNbCTBa B MH()OPMALMOHHBIE PECYPCHl U JIOKATBHYIO BBIYMCIMTENBHYIO CETh
Omneparopa, oOecriedeHrue MPABOBOTO M HOPMATHBHOTO PEXHMa KOH(GHUICHIHATLHOCTH HEIOKYMEHTHPOBAHHOM
napopmarun  [lome3oBateneit Caifta; 3ammTa KOHCTUTYIMOHHBIX TIpaB TpakJaH Ha JMYHYIO TalHYy,
KOH(QHICHIMAILHOCTh CBEIEHHUH, COCTABIAIOUIMX IEPCOHANbHBIC NaHHbIC, U MPEJOTBPALICHUE BOZHHUKHOBEHUS
BO3MOXKHOM yrpo3sl 6e3onacHoctH [lonmb3osareneii Caiita.

2.7. IlpuHIHIIE 00pa0OTKY EPCOHATHHBIX JaHHBIX:

— 00paboTKa NepCOHANBHBIX JAHHBIX JOJDKHA OCYILECTBIISTHCSA Ha 3aKOHHOH U CIIpaBeUINBOH OCHOBE;

— o00paboTKa TEpCOHANBHBIX JAaHHBIX JIOJDKHA OrPaHUYUBATBCA JOCTHKCHHEM KOHKPETHBIX, 3apaHee
OIpeJIeJIeHHBIX U 3aKOHHBIX 1ieneil. He nomyckaercs 00paboTKa nepcoHanbHBIX TaHHBIX, HECOBMECTUMAs C LEISIMU
cOopa nepcoHaIbHBIX JaHHbIX;

— He Jomyckaercs oObenWHeHHne 0a3 JaHHBIX, COJIEPXKAIMX MEPCOHANBHBIE IaHHBIE, 00pabOTKa KOTOPBIX
OCYILECTBISIETCS B LIEISIX, HECOBMECTUMBIX MEKIY CO0Oii;

— 00paboTKe MOAJIeKAT TOIBKO MEPCOHABHBIC JaHHBIE, KOTOPBIE OTBEYAIOT LEJISIM X 00pabOTKH;

— cozepxkaHue U 00beM 00pabaThIBACMbIX MEPCOHATBHBIX JAaHHBIX JTOJKHBI COOTBETCTBOBATH 3asIBICHHBIM IEIISIM
o0paboTku. OOpabaThiBacMbIe IMEPCOHANBHBIC JTaHHBIC HE JOJDKHBI ObITh HM30BITOYHBIMH II0 OTHOIICHHIO K
3asIBIICHHBIM TEJISIM UX 00paboTKH;

— npu 00paboTKe NEpPCOHATBHBIX AAHHBIX JOJDKHBI OBITH OOECHeueHbl TOUYHOCTh IMEPCOHAJBHBIX NAHHBIX, MX
JIOCTAaTOYHOCTh, & B HEOOXOJIUMBIX CIIydasX M aKTyaJlbHOCTh 10 OTHOIICHHIO K IENIsIM 00paboTKH MepCOHANBHBIX
JaHHBIX;

— XpaHEHHUE NEPCOHAIBHBIX JAHHBIX JOJKHO OCYLIECTBIATHCS HE JOJIbILIE, YEM STOro TpeOyroT umenu o0paboTKu
MIEPCOHANIBHBIX JTaHHBIX, €CIM CPOK XPaHEHHs MEePCOHANBHBIX JAHHBIX He YCTaHOBJIEH (enepalbHbIM 3aKOHOM,
JIOTOBOPOM, CTOPOHOU KOTOpOTO siBiisieTcs: [loap30BaTenb;

— oOpaOaTbIBaeMble MEPCOHAIBHBIE NAHHbIE MOJICKAT YHUYTOKEHHIO JHOO OOE3IMYMBAHHUIO 10 AOCTHXCHUHU
neneii oOpabOTKM WM B Cilydyae YTpaThl HEOOXOIUMOCTH B JIOCTHKEHHUHM O3THUX LieJled, ecli HHOEe He
npeaycMoTpeHo denepanbHbIM 3aKOHOM.

2.8. YcnoBust 00paboTKH NEPCOHANBHBIX JAHHBIX.

2.8.1. ObpaboTtka nepcoHanbHbIX JaHHBIX [lonmp3oBareneii Caiita ocyniecTBIIsIETCS HA OCHOBaHMH | paskaaHCKOro
koaekca P®, Koucrutymuu P®D, neiicTByromiero 3akoHojareiabcTBa P® B 00JacTH 3alIUTHl MEPCOHAIBHBIX
JAHHBIX.

2.8.2. OOpaboTka mepcoHaNbHBIX JaHHBIX Ha CaiiTe OCYLIECTBISIETCS C COOJIOACHHWEM NPUHLMIIOB M IPaBHI,
npeaycMoTpeHHbIX [TonoxxeHueM u 3akoHogaTensCTBOM PD.

O06paboTka NEPCOHATBHBIX JAHHBIX JOMYCKAETCS B CIAEMYIOIINX CIydasix:

— 00paboTKa THepcOHANBHBIX JaHHBIX HeoOXoAuma Juid Mcroiib3oBaHus CaiiTa, CTOPOHOH KOTOPOTO SIBISIETCS
Tlons30BaTenn,

— 00paboTKa TMepcoHaTbHBIX JAHHBIX HEOOXOAWMA JUIS 3alUThI KU3HH, 3I0POBbS WM WHBIX KU3HEHHO Ba)XKHBIX
untepecos [lonb3oBarens Caiita, €cau MOJIyYEHUE COTIAcksl HEBO3MOXKHO;

— 00paboTKa MepcoHANBHBIX JaHHBIX HeoOXoAnuMa Ui OCYLIECTBJICHUS MpaB U 3aKOHHBIX HMHTepecoB Omeparopa
WIH TPEThHUX JHIl JUOO AN JOCTH)KEHHS OOMIECTBEHHO 3HAYMMBIX IIENIell MpW yCIOBHM, YTO TPH 3TOM HE
HapyImatoTcsa npasa u cBooo sl [lonb3oBateneit Caiita;

— 00paboTKa MepCOHABHBIX JaHHBIX OCYIIECTBISETCS B CTATUCTUYECKUX MIIM MHBIX HCCIIEAOBATEIbCKUX LIEIAX, 3a



UCKITIOYEHHEM 00pabOTKH MEepPCOHATBHBIX JaHHBIX B LENSX MPOABIKEHHS TOBAPOB, PadOT, YCIYT HA PHIHKE IIyTeM
OCYILECTBIICHUS IIPSAMBIX KOHTAKTOB C MOTCHIMAIBbHBIMU IIOTPEOUTESIMU C IIOMOLIBIO CPEICTB CBS3U, a TAKXKE B
LEISAX MOTUTUIECKON aruTaluy, PU YCIOBHH 0053aTeIbHOTO 00€3TMUNBAHNS TIEPCOHATBHBIX JaHHbBIX.

2.9. lenu 00paboTKH NMEpCOHANBHBIX JaHHBIX.

2.9.1. O6paborka mepcoHanbHBIX naHHBIX [lomp3oBateneit CailiTa OCYIIECTBISIETCS HMCKIIOYUTENFHO B LEJSIX
npexocTaBiieHus [1omb30BaTeo BO3MOKHOCTH B3aUMOICHCTBOBATh ¢ CaTOM.

2.9.2. CaepeHusiMH, COCTaBISIIOLIMMHU I[E€pCOHANbHBIC NaHHble Ha Caiite, sBhseTcs mrobas wuHpopmanus,
OTHOCSAIIAACSA K ONPENEICHHOMY WM OINpelesseMOMY Ha OCHOBAHMHM TakoH HMH(popManuu (Qu3ndecKoMy JIUIY
(cyOBeKTy mepcoHaIbHBIX JaHHBIX).

2.10. Mcrouynuku noxy4eHus! epCOHaNbHBIX TaHHbIX [lonb3oBareneil.

2.10.1. Uctounnkom mH(popManuu 000 BceX MEpCOHANBHBIX NaHHBIX [lonbp3oBaTens sBISETCsS HENOCPEACTBEHHO
cam [Tonb3oBarens.

2.10.2. McrounnkoM uHQOpMAIMK O MEPCOHAIBHBIX AaHHBIX [lonmbp3oBaTens SBISAIOTCS CBEICHHSA, MONTyYEHHBIE
BciencTBUE npenocTasieHus OneparopoM Iloas3oBarento npaB nonas3oBanus CaiToMm.

2.10.3. Ilepconanpaple mannbie [loap3oBareneit OTHOCATCS K KOH(PHUACHIMAILHON HH(POPMAIIUN OTpaHHYESHHOTO
JOCTyIaA.

2.10.4. ObecneueHnss KOHPHUACHINATBHOCTH TEPCOHATIBHBIX JaHHBIX HE TpeOyeTcs B ciaydae uX 00e3THMYnBaHus, a
TaK>K€ B OTHOILICHUH 06H1€I[OCTYHHBIX MEPCOHAJIIBHBIX JaHHBIX.

2.10.5. Omepatop HE WMeeT TpaBa coOWpaTh M 00padaThIBaTh TepCOHaJbHBIE AaHHBIE [lomp3oBarens o ero
paCOBOﬁ, HaHHOHaJIBHOﬁ MPUHAAIC)KHOCTH, TMOJUTUYCCKUX B3IJIAAaX, PCIUTHO3HBIX WA (l)I/IJ'IOCO(bCKI/IX
yOeXKIIeHHUSX, YaCTHOM JKU3HH, 32 HCKIIIOUEHUEM CITy4aceB, PEAyCMOTPEHHBIX JIEHCTBYIOIIUM 3aKOHOIATEIbCTBOM.
2.10.6. Omepatop He HWMeeT TpaBa IOTydaTh W 00pabaThIBaTh NeEpCOHaNbHBIE AaHHbIe llomp3oBarens o ero
YJIEHCTBE B OOILECTBEHHBIX OOBEAMHEHMAX WM €ro NpOoQCOI3HOW NESITEIbHOCTH, 332 HUCKIIOUEHHEM CIIydaces,
IIPENYCMOTPEHHBIX DenepabHbIM 3aKOHOM.

2.11. Crtoco6b1 00pabOTKH MIEPCOHANBHBIX TaHHBIX.

2.11.1. Ilepconanpupie nanubie [lomp3oBarenelt Cailita 00paOaTHIBAIOTCS HCKIIOYUTEIHHO C HCIOJIH30BAHHEM
CpEJICTB aBTOMAaTH3aI1H.

2.12. IlpaBa cyonekToB (ITonp30oBaTerneii) mepcoHaIbHBIX TaHHBIX.

2.12.1. Ilonp3oBaTenp MMEET MIPABO HA MONy4YeHHE cBeneHui 00 OnepaTope, 0 MECTe ero HaXOXKISHHS, O HATHIHH
y Ormeparopa mNepcOHATBHBIX JAHHBIX, OTHOCSIIHUXCS K KOHKPETHOMY CYOBEKTY NEepCOHAIbHBIX JaHHBIX
(ITonp3oBaTento), a Takke Ha O3HAKOMJIGHHE C TaKMMHU MEPCOHAIBHBIMU JaHHBIMH, 32 MCKIIOYEHHEM CIy4aeB,
MPEAYCMOTPEHHBIX YacThIO 8 cTaThi 14 3aKOHA O MEPCOHAJIBHBIX JaHHBIX.

2.12.2. Tlonp30Batenp UMEET NMpaBo Ha NoiydeHue oT OmnepaTopa HpH JMYHOM OOpalieHHMH K Hemy Ju0o mpu
nonyueHur OrnepaTopoM NHCEMEHHOTO 3ampoca oT l[lonp3oBatens cieaytomedl wHGOpMaIMK, Kacaromencs
00pabOTKH ero NepcoHaNbHBIX JaHHBIX, B TOM YHCJIE COACPIKaILeH:

— moATBepKAeHUE (akTa 00pabOTKU MEPCOHATBHBIX AaHHBIX OTepaTopoM, a TaKKe 11eIb TaKol 00paboTKH;

— MpaBOBbIE OCHOBAHUS U 1IeTTH 00Pa0OTKHU MePCOHATBHBIX TaHHBIX;

— 1enu ¥ npuMeHsieMble OnepaTopoM coco0bl 00paboTKH NEPCOHANBLHBIX JaHHBIX;

— HaMMEHOBaHME U MecTo HaxoxkaeHus: Oneparopa, CBeACHUs O IMLAX (32 HCKII0UYEHHEM PaOOTHUKOB OIIEepaTopa),
KOTOPBIC UMCIOT JOCTYII K IEPCOHAJIBHBIM JaHHBIM WJIKM KOTOPBIM MOTYT OBITH PaCKpBIThI IEPCOHATIBHBLIC JAHHBIC
Ha OCHOBaHMH A0roBopa ¢ Oneparopom Hiu Ha ocHOBaHNH DeepabHOro 3aK0HA;

— oOpabaTeiBaeMble NEPCOHAIBHBIE AaHHBIE, OTHOCSIIHECS K COOTBETCTBYIOLIEMY CYOBEKTY MEPCOHAIBHBIX
JAHHBIX, MCTOYHMK HMX IMOJYYEHHUs, €CIM HHOM MOPSAIAOK MNPEJOCTaBICHHUS TAKUX JNAHHBIX HE MPELYCMOTPEH
®denepajabHbIM 3aKOHOM;

— CpPOKHM 00pa0OTKH MEPCOHANIBHBIX JIAHHBIX, B TOM YHCJIE CPOKH MX XPAHCHUS;

— MOPSAIOK OCYILECTBIICHUS CYOBEKTOM IEPCOHAIBHBIX TaHHBIX IPaB, MPEAYyCMOTPEeHHbIX DenepabHBIM 3aKOHOM;
— uH(pOopMaIHIO 00 OCYIIECTBICHHON MM 0 TIPEATOIaracMoi TPaHCTPAaHUYHOM TNiepeade JaHHBIX;

— HauMEHOBaHHWE WM (aMWINIO, UMs, OTYECTBO U aJpec JIUIA, OCYNICCTRISIONEro 00paboTKy MEepCOHANBHBIX
JaHHBIX 10 nopy4enuto Oneparopa, eciiv 00paboTka opyueHa uin OyneT mopyyeHa TaKoMy JIUILY;

— MHBIE CBelleHHs, IpenycMoTpeHHbie DenepanbHbIM 3aKOHOM HITH APYTUMH (eiepabHbIMH 3aKOHAMUY;

— TpeboBaTh U3MEHEHHS, yTOUHEHUS, YHHUTOKeHHUs MH(popManyy o camoM cede;

— o0xarnoBaTh HeNMpaBOMEpHbIE ACHCTBHSA WM Oe3[elcTBHE MO 00padOTKE MEPCOHAIBHBIX JAHHBIX U TPeOOBATh
COOTBETCTBYIOIIECH KOMIICHCALIH B CY/IE;

— Ha JOMNOJHEHUC NEPCOHATBHBIX AAHHBIX OLCHOYHOI'O XapaKTEpa 3asdBJIICHUEM, BbIpaXarOIlnuM €1ro CO6CTBeHHYIO
TOYKY 3PEHHUS;

— ONPEAETATH NPEeACTAaBUTENEH 1715l 3alUThI CBOUX MEPCOHAIBHBIX JaHHBIX;



— TpeboBath oT OmnepaTopa yBeAoMIeHHUsI 000 BceX MPOU3BEACHHBIX B HUX W3MEHEHUSX MIIM UCKIIIOUEHUSIX U3 HUX.
2.12.3. Tlomp3oBaTenb WMEET TPaBO OOKAJOBaTh B YIOJHOMOYEHHOM OpraHe IO 3allluTe IpaB CyOBEKTOB
NEPCOHANBHBIX JAHHBIX WM B CyJeOHOM MOpsiIke AedcTBuA win OesneiictBue OmnepaTopa, €cid CUMTAeT, YTO
NOCJIEeTHUN OCYIIECTBISIET 00pabOTKY €ro MepCcOHaNIbHBIX AaHHBIX C HapylieHHeM TpeboBanuii DenepanbHOrO
3aKoHa «O NepCOHAIBHBIX JaHHBIX» WM HHBIM 00pa3oM HapyllaeT ero npasa 1 CBOOOIBI.

2.12.4. Ilonp30BaTenb NEPCOHATIBHBIX AHHBIX UMEET IIPABO Ha 3aLIUTY CBOUX IIPAaB U 3aKOHHBIX MHTEPECOB, B TOM
YHCiIe Ha BO3MEILCHHE YOBITKOB U (MJIM) KOMIICHCAIIMIO MOPAJIbHOTO Bpeia B Cy1eOHOM HOPSIIKE.

2.13. O6s3anHOCTH OmepaTopa.

2.13.1. Tlo daxTy namgHOTO OOpaIIeHUsI OO TPH TONYYEHHH MHCBMEHHOTO 3ampoca CyOBeKTa MepCOHaTbHBIX
JaHHBIX WU ero mpeacraBurens OmnepaTop, Npu HaJUMYUM OCHOBaHWH, 00s3aH B Teuenwe 30 nHEH ¢ AarThl
oOparieHus: 10O MONTyYeHHUs1 3armpoca CyObeKTa MepCOHANBHBIX JAaHHBIX MM €r0 MPEACTaBUTENS MPEI0CTABUTH
cBeneHUs B o0beMe, ycTaHOBICHHOM DenepalbHbIM 3aKOHOM. Takue CBEICHUS OJDKHBI OBITh IMPEAOCTABJICHBI
CyOBeKTy MepcoHaJbHBIX AaHHBIX B IOCTYIHON (hopMe, U B HUX HE JOJDKHBI COIEPKAThCSl EPCOHANIbHBIE JaHHBIE,
OTHOCSIIIMECS K APYTMM CYOBEKTaM MEepPCOHATbHBIX JaHHBIX, 32 HCKIIOUEHUEM CIy4aeB, €CIM UMEIOTCS 3aKOHHBIC
OCHOBAHUS JUISI PACKPBITHS TAKMX IIEPCOHAIBHBIX AaHHbIX.

2.13.2. Bce obpamienust cyOBEKTOB IEPCOHATBHBIX JAHHBIX MU WX TPEACTaBUTENIEH pEerucTpupyroTes B XKypHame
yueTa oOpalieHni rpaxaan (CyObeKTOB epCOHANBHBIX JaHHBIX) TI0 BOIIPOCaM 00pabOTKH MEPCOHANBHBIX JaHHBIX.
2.13.3. B ciydae oTkaza B NPEAOCTABICHUU CYOBEKTY MEPCOHAIBHBIX NAHHBIX WM €r0 IMPEACTABUTEII0 MpPU
oOpameHun 7au0O0 NpU TOJNYYEHHWH 3ampoca CyOBbeKTa IEepCOHANBHBIX MAAaHHBIX WM €ro MpeACTaBHTEIS
UHQOpPMAIMK O HAJIMYMU TEPCOHATBHBIX JaHHBIX O COOTBETCTBYIOIIEM CYyOBEKT€ NEPCOHANBHBIX JaHHBIX
Omneparop 00si3aH JaTh B MUChbMEHHON (hOpMe MOTHMBUPOBAHHBIN OTBET, COACPIKALIUIA CCBUIKY Ha TOJOXCHHE
yacte 8 ctaThi 14 3aKoHa O MePCOHANBHBIX JAHHBIX WK WHOTO (eepalbHOTO 3aKOHA, SBIISFOIIEECs OCHOBAHUEM
JUTSL TAKOTO OTKa3a, B CPOK, He MpeBbimatonmii 30 gHel co MHs oOpamieHus cyObeKTa MepCOHATbHBIX JaHHBIX WIIH
€ro MpeACTaBUTEls], THOO C JaThI MOMYYESHHUS 3anpoca cyObeKTa IepCOHABHBIX JAHHBIX WIIH €T0 MPEACTABUTEISL.
2.13.4. B ciy4ae moydeHus 3arpoca OT YIOJHOMOYEHHOTO OpraHa IO 3alliTe MpaB CyOBEKTOB MEPCOHATBHBIX
JaHHBIX O MPENOCTaBlIeHUH MH(OpMAlMK, HEOOXOIUMOH Ul OCYLIECTBICHHUS NESTEIbHOCTH YKAa3aHHOTO OpraHa,
Omneparop 00s3aH COOOLIUTH TaKyr WH(POPMAIMIO B YIOJHOMOUEHHBIH opraH B TeyeHue 30 aHEW ¢ naThl
MOJTYYEHUS TAKOTO 3aIpoca.

2.13.5. B city4ae BBISIBICHHUSI HEIPAaBOMEPHOI 00pabOTKH MePCOHANBHBIX JAaHHBIX TPpHU 00paIIeHu  WiTH 110 3aIpOCy
CY6’bCKTa NEPCOHAJIBHBIX OAHHBLIX WKW €TI0 NPCACTABUTCIIA J]I/I6O YIIOJIHOMOYECHHOI'0O OpraHa IO 3alluTE IIpaB
CyObEeKTOB TEpCOHAJbHBIX JaHHBIX OmepaTtop 0053aH  OCYIIECTBUTh OJOKHPOBAaHHE HENPABOMEPHO
00pabaThIBaeMBbIX MEPCOHATIBHBIX AAHHBIX, OTHOCAIIMXCA K 3TOMY CyOBEKTY MEPCOHAIBHBIX JaHHBIX, C MOMEHTA
TaKOro 0OpaIIeHHUs WM NOITYUYEHHs YKa3aHHOTO 3aIllpoca Ha MEPUOJl IIPOBEPKH.

2.13.6. B ciiyuae BbISIBIICHUS HEITPaBOMEPHOH 00pabOTKH NMEPCOHANBHBIX JIaHHBIX, OCyIecTBIIsieMoi OnepaTopowm,
NOCJIEOHUHA B CPOK, HE MNPEBBIIIAIONIMA TpeX paboumx AHEH C JaThl 3TOTO BbIBIEHHS, 005S3aH NPEKPAaTHTh
HENpaBOMEPHYI0 00pabOTKy NepCOHAIBHBIX JaHHBIX. O0 ycTpaHeHHH AOMYIIEHHBIX HapymeHuid Onepatop 00sa3an
YBEJIOMUTh CyOBEKTa MEPCOHANBHBIX JAHHBIX WM €r0 MPEACTABUTENs, a B cllydae eclii oOpalleHne cyObekTa
NEPCOHANBHBIX JAaHHBIX WM €ro TPEACTaBHTENs JIMOO 3alpoc YIOJIHOMOYEHHOTO OpraHa IO 3alluTe MpaB
CyOBEKTOB NMEPCOHAIBHBIX JaHHBIX ObUTM HANpaBJICHb! YIIOJIHOMOUYEHHBIM OPTaHOM IIO 3alLIUTE NMpaB CyObEKTOB
NEPCOHAIBHBIX JaHHBIX, TAKKC yKaSaHHI)II\/'I Oprad.

2.13.7. B ciy4ae JOCTHXEHUS el 00pabOTKH epCOHANBHBIX TaHHBIX OnepaTop 00s3aH MPEeKpaTuTh 00paboTKy
NEPCOHANBHBIX AAHHBIX M YHUUYTOXHTbH NEPCOHAJbHBIE JaHHBIC B CPOK, HE npeBblmatomuii 30 pabounx IHEH c
JaThl TOCTMXKEHUS 11eTH 00pabOTKH [IEPCOHANBHBIX IaHHBIX, €CIIM MHOE HE MIPEIYCMOTPEHO JOTOBOPOM, CTOPOHOI
KOTOPOT'O ABJIACTCA CYGT)GKT NEPCOHAJIBHBIX NaHHBIX.

2.13.8. 3anpemaercs NpuUHATHE HA OCHOBAaHHM HCKIIIOYMTEIHHO aBTOMAaTH3WPOBAHHONW 00pabOTKHM MEepPCOHATbHBIX
JAHHBIX PELIeHUH, NOPOXKIAIOIUX IOPUANIECKHE MTOCIEICTBUS B OTHOLICHWH CYyOBEKTa MEPCOHAIBbHBIX JaHHBIX
HWJIN NHBIM O6p330M 3aTparuBarouiyvx €ro mpasa U 3aKOHHBIC UHTEPCCHI.

2.14. Pexxum KOHPUICHIIMATEHOCTH MIEPCOHATBHBIX JTAHHBIX.

2.14.1. Omepatop oOecrneuyuBacT KOHPHUICHIMAILHOCTh M 0O€30MacCHOCTh MEPCOHANBHBIX JaHHBIX IPH UX
00paboTKe B COOTBETCTBUH C TPEOOBAHUSIMH 3aKOHOAATENbCTBA PD.

2.14.2. OnepaTop He pacKpbIBAaeT TPETHUM JIUIIAM M HE PACIPOCTPAHSET MEepCOHANbHBIC JIAHHBIE 0e3 coriiacus Ha
9TO CyOBEKTa MEPCOHANBHBIX JaHHBIX, €CJIM HHOE He MpeaycMoTpeHo denepaibHBIM 3aKOHOM.

2.14.3. B cooTBeTCTBUH C MEPEYHEM MIEPCOHANBHBIX JaHHBIX, 00padaThIBAEMbIX Ha caiiTe, MEPCOHANbHBIC JaHHBIC
[Monw3oBareneii Caiita sIBISIOTCS KOHPHICHINATLHON HHDOpMAIIHEH.

2.14.4. Jluma, ocyuiecTBistone o00paOOTKY IEPCOHAIbHBIX JaHHBIX, O00s3aHBl COOJIIOIATh TPEOOBAHMS
periaaMeHTHPYIOIKX AOKyMeHToB Omeparopa B uacTh oOecriedeHHs KOH(PHUACHUUATBHOCTH M 0€30MacHOCTH



MEPCOHAIBHBIX NTaHHBIX.

3. O6paboTKa NepCOHATBHBIX JaHHBIX
3.1. [lepeuens oOpabaThIBaeMbIX MIEPCOHATBHBIX TaHHBIX [lonb30BaTenei:
— (hammtns;
— UM,
— OTYECTBO;
— 110J1;
— JaTa pOXKICHHUS,
— JIOJKHOCTb;
— KOMIIaHMUS;
— OTpace;
— PETHOH,;
— MOOWJIBHBIN TenedoH;
— 3JIEKTPOHHAsI [10YTA.
3.2. JIuna, uMeroLIye IpaBo JOCTyIa K IEPCOHANBHBIM IaHHBIM.
3.2.1. [IpaBoM AocTyna K MepCOHAIBHBIM JTaHHBIM CyOBEKTOB 00JaJaroT JIHIA, HAJACICHHBIE COOTBETCTBYIOIINMHU
IIOJIHOMOYUAMHU B COOTBETCTBUU CO CBOUMU CJ'Iy)K€6HLIMI/I 0053aHHOCTSAMH.
3.2.2. llepedeHp JuL, UMEIOMUX AOCTYN K NEPCOHATBHBIM IJAHHBIM, YTBEP)KIACTCS T'€HEPAIbHBIM AUPEKTOPOM
Omnepatopa.
3.3. IlopsAmok u CpOKU XpaHESHUS IEPCOHABHEBIX JaHHBIX Ha Caiite.
3.3.1. OnepaTop OCYLIECTBIISIET TOJNBKO XpaHEHHUE MEPCOHANBHBIX JaHHBIX [lonb3oBaTeneii Ha Caiite.
3.3.2. Cpoku xpaHeHHs MNepcoHaIbHbIX JaHHbIX [lonb3oBaTeneit Ha Cailte ompeneneHsl YCIOBUAMH
ITonp30BaTENBCKOTO COTMIAIIEHHS, BBOJIATCS B IeHCTBHE C MOMEHTa MpuHATHSA (akuenTa) [lonbp3oBareneM 1aHHOTO
cornamenus Ha Caiite U AEHCTBYIOT 1O TeX MOp, noka Ilonp3oBarens HE 3asBUT O CBOEM JKEIAHUM yJAIUTh CBOU
MEepPCOHAJIbHBIC JaHHbIe ¢ Caiita.
3.3.3. B cayuae ymanenus naHHbix ¢ CaiiTa 10 HWHUIMATHBE OJHOM M3 CTOPOH, a HWMEHHO IpeKpalleHus
ucnonb3oBanus Calita, nepcoHanbHble naHHbIe [lomb3oBaTtens xpanarcs B 0azax gaHHbIx OmepaTopa MATh JET B
COOTBETCTBHH C 3aKOHOJATENLCTBOM PD.
3.3.4. Ilo ucrteyeHNH BBIMICYKA3aHHOTO CPOKA XPaHEHHUS MEPCOHANBHBIX MaHHBIX [lonb3oBaTens mepcoHAIbHBIE
nanuelie [loap30BaTens yaaIsitoTCs aBTOMAaTHIECKU 3aJaHHBIM aITOPUTMOM, KOTOpPKIi 3a1aeT Omneparop.
3.3.5. Omeparopom He BemeTcsi 00pabOTKa IMEepCcOHANBHBIX NMAaHHBIX [lomp3oBaTenelt Ha OyMa)KHBIX HOCHTEIISX
WHPOpMAITIH.
3.4. briokupoBaHue MEPCOHANBHBIX JaHHBIX.
3.4.1. llog OnoxkMpoBaHMEM IMEPCOHANBHBIX IAHHBIX IIOHMMAETCsl BPEMEHHOE InpekpaieHre OnepaTopom
omepauuii mo wux oOpaboTke mno TpeboBaHMio [lonmp30BaTens mNpH  BBIIBIEHMM WM HEIOCTOBEPHOCTH
00pabaThiBa€MBIX CBEJCHUH WM HEMPAaBOMEPHBIX, IO MHEHHUIO CyObEKTa MepPCOHAJbHBIX IaHHBIX, JCHCTBHUH B
OTHOILICHWHU €10 JaHHBbIX.
3.4.2. Oneparop He nepefaeT NepcoHaNbHbIC TaHHbIE TPETHUM JIMLAM U HE MopydaeT o0paboTKy HmepcoHaNbHBIX
JAHHBIX CTOPOHHUM JMIIaM M opranu3anusM. [lepconanvHble nanuele [lomb3oBarteneiit Caiita o0pabaThIBAIOT
TOJIbKO cOTpyaHuKku Oneparopa (aAMHUHUACTPATOPBI 0a3 IAHHBIX U T. JI.), JIOMYIICHHBIC YCTAHOBJICHHBIM MOPAIKOM
K 00paboTKe nepcoHa bHBIX TaHHbIX 1lonb30BaTenei.
3.4.3. brokupoBaHue MEepPCOHATIBHBIX JaHHBIX Ha CaifTe oCyIIecTBIIsIeTCS HA OCHOBAaHUHM MUCHbMEHHOTO 3asBICHHUS
OT cyObeKTa MePCOHAIBHBIX JaHHBIX.
3.5. YHUYTOXXEeHNE TIepCOHATBHBIX JaHHbIX.
3.5.1. Ilog yHHUYTOKEHHEM MEPCOHANBHBIX JAHHBIX MMOHUMAIOTCS NEHCTBUS, B pe3yJbTaTe KOTOPHIX CTAHOBUTCS
HEBO3MOXHBIM BOCCTAHOBUTH COJACPKAHUC IICPCOHAIbHBIX JaHHBIX Ha Caiite w/unn B PE3YIbTATE KOTOPBIX
YHUUTOXAKOTCA MAaTCPUAJIbHBIC HOCUTEIN IIEPCOHATIBHBIX JaHHBIX.
3.5.2. CyObeKT mNepcoHAIbHBIX MaHHBIX BIPaBe B NHCBMEHHOH (opMme TpeOOBaTh YHHUTOXKEHHUS CBOUX
MEPCOHAIBHBIX JAHHBIX B CIy4ae, €CIM IEPCOHANBHBIE JaHHBIE SBISAIOTCS HENOIHBIMHU, YCTapeBLINMH,
HEAOCTOBEPHBIMHU, HE3AKOHHO IMOJITYYCHHBIMU WUJIU HE SABJIAIOTCHA HCO6XOJII/IMI)IMI/I JJIsL 3asIBJICHHON neiaun 06pa6OTKI/I.
3.5.3. B cayuyae OTCYTCTBHSI BO3MO>KHOCTH YHHMUYTOXKEHHS INEPCOHAIBHBIX JaHHBIX Oneparop OCYyIIECTBISIET
OJIOKMPOBaHHNE TaKMX MEPCOHAIBHBIX JaHHbBIX.
3.5.4. YHHYTOXKEHHNE TIEPCOHABHBIX JaHHBIX OCYIIECTBISIETCS MyTEM CTUPaHHsI WHPOPMAIUK C MCIOIh30BAHHEM
cepTU(UIMPOBAHHOIO IPOrPAMMHOTO O0ECHEeUeHUsI ¢ TapaHTUPOBAHHBIM YHUYTOXKCHHEM (B COOTBETCTBHHU C



3aJIaHHBIMUA  XapaKTePUCTHKAMHU JUIS yCTAHOBJIICHHOTO MPOrpaMMHOTO OOECIeUeHUSI ¢ TapaHTHPOBAHHBIM
YHUYTOXKCHUEM ).

4. CucteMa 3amuThl IePCOHANBHBIX TaHHBIX
4.1. Mepsl 110 obecriedeHHI0 0€301TaCHOCTH MEPCOHABHBIX TAHHBIX TIPH HX 00paboTKe.
4.1.1. Omneparop mpu o00pabOTKEe TEPCOHAIBHBIX MAHHBIX O0sS3aH TPUHUMATh HEOOXOIWMEIE IIPABOBHIC,
OpraHHU3aIMOHHBIC U TEXHUYCCKUE MEPhI WIIM 00ECIIEYNBATh UX MPUHSATUE JJIS 3AIUTHI IEPCOHANBHBIX TAHHBIX OT
HENPaBOMEPHOTO WJIM CIY9aHOTO IOCTYNa K HHAM, YHHYTOXKEHUS, W3MEHEHHs, ONOKMPOBaHWS, KOMHUPOBAHMUS,
MIPEIOCTABIICHHSI, PACTIPOCTPAHEHHUSI TEPCOHANBHBIX JTAHHBIX, a TAaKXKe OT HMHBIX HEMPaBOMEPHBIX IEHCTBHU B
OTHOLICHUH MEPCOHATIBHBIX JTaHHBIX.
4.1.2. ObecrnieueHre 0€30MACHOCTH MEPCOHANBHBIX JAHHBIX JOCTUTAETCsI, B YaCTHOCTH:
— OIpeneNeHneM yrpo3 06e30MacHOCTH MEePCOHANBHBIX JaHHBIX MPU UX 00paboTke B MHPOPMAIMOHHBIX CHCTEMax
MEPCOHABHBIX JTAHHBIX;
— MPUMEHEHHEM OPTraHM3alMOHHBIX U TEXHUYECKUX Mep M0 00ecreueHnio 0e30MacHOCTH MEPCOHANBHBIX JaHHBIX
npu ux 00paboTke B MH(POPMANMOHHBIX CHCTEMaX MEPCOHANBHBIX JTaHHBIX, HEOOXOAWMBIX JUIS BBITIOJHEHHS
TpeOOBaHMIA K 3aIUTe MEPCOHATBHBIX TaHHBIX;
— MpPUMEHEHHEM TMpOILEANINX B YCTaHOBJICHHOM TMOPSIKE MPOLEIYpPY OLCHKH COOTBETCTBUSI CPEICTB 3aILUTHI
UHQOPMAIH;
— oIeHKo (D (HEeKTHBHOCTH MPUHUMAEMBIX Mep TI0 00eCTIeYeHHI0 0€30MaCHOCTH MePCOHATBHBIX JTaHHBIX J0 BBOJA
B OKCILTyaTaluio HHOOPMAIIMOHHON CHCTEMBI MIEPCOHATBHBIX JTAHHBIX;
— Y4eTOM MAaIIMHHBIX HOCHUTEIICH NMePCOHANTBHBIX JTAHHBIX;
— oOHapykeHHEeM (paKTOB HECAHKITMOHHPOBAHHOTO JOCTYIIA K TIEPCOHAIHHBIM JaHHBIM U TIPUHSATHEM MeED;
— BOCCTAaHOBJICHHEM T[EPCOHAIBHBIX JaHHBIX, MOJAU(DHINPOBAHHBIX WM YHUYTOXKEHHBIX BCJIEICTBUE
HECaHKIIMOHUPOBAHHOT'O IOCTYTIA K HUM;
— YCTaHOBJIEHWEM MPaBHJI IOCTyNa K MEPCOHAIBHBIM IaHHBIM, 00pabaThiBaeMbiM B WH(OPMAIIMOHHOW CHCTEME
MIEPCOHANFHBIX JAHHBIX, a TakXke OOeCNmedYeHWeM pPETHUCTpallid W yd4eTa BceX [eHCTBHUI, COBEpIIaeMBIX C
NEePCOHANBHBIMU JTAHHBIMU B HH(OPMAIIMOHHOW CHCTEME NEPCOHANBHBIX JaHHBIX;
— KOHTpOJIEM 3a MPHHUMAaEeMBIMH MepaMH MO oOecreueHHI0 0e30MacCHOCTH MEePCOHANBHBIX JaHHBIX M YPOBHS
3aIIUIIEHHOCTA UH(POPMAIIMOHHBIX CHCTEM MTEPCOHAIBHBIX JTaHHBIX.
4.1.3. Ins ueneii [Tonoxkenus: mox yrpozamu 0€30HMacHOCTH TIEPCOHATBHBIX JTAHHBIX MOHUMAETCS COBOKYITHOCTb
yCcIOBUH W (HaKTOPOB, CO3MAIOMIMX OMACHOCTh HECAHKIIMOHWPOBAHHOTO, B TOM YHWCIIE CIy4ailHOTO, JOCTyMa K
MEPCOHANLHBIM JTaHHBIM, PE3YJIbTATOM KOTOPOTO MOTYT CTaTh YHHUYTOXKEHHE, H3MEHEHHEe, OJIOKHpOBaHUE,
KOMMUPOBaHUE, IPEIOCTABIICHNE, PACIPOCTPAHCHHWE TNEePCOHANBHBIX JaHHBIX, 4 TaKKe WHBIE HENpaBOMEpPHBIC
JIeCTBUS TIPU X 00paboTKe B MH(YOPMAIIMOHHOWM CHCTEMe TIEpCOHANBHBIX TaHHBIX. [10/1 ypoBHEM 3alIMIIIEHHOCTH
MEPCOHANLHBIX JTaHHBIX TOHUMAETCS KOMIUIEKCHBIM TOKa3aTellb, XapaKTepPU3YIIIUH TpeOOBaHUS, HCIIONHEHHE
KOTOPBIX 00EeCIedrnBaeT HEUTPaTU3aIUI0 ONpEeIEHHBIX yrpo3 OE30MaCHOCTH IMEePCOHANBHBIX NaHHBIX TPH UX
00paboTKe B MHOOPMALIMOHHON CUCTEME MEPCOHAIBHBIX JIaHHBIX.
4.2. 3amuiiaeMbie CBEICHUS O CYOBEKTE NIEPCOHATBHBIX TAHHBIX.
K 3ammmaempiM CBeI€HHSM O CyOBEKTe MEPCOHAIBHBIX AaHHBIX Ha CaliTe OTHOCATCS IaHHBIE, MTO3BOJISIONINE
UICHTU(PHUIIMPOBATh CyOBEKT TMEPCOHANBHBIX [AaHHBIX HW/WIW TOJYYUTh O HEM JOMOJHHUTENbHBIC CBEACHUS,
peyCMOTPEHHBIE 3aKOHOAATENILCTBOM 1 [1010KeHHEM.
4.3. 3ammmiaemMple 0OOBbEKTHI IEPCOHANBHBIX JTAHHBIX.
4.3.1. K 3ammumaemMbiM 00BEKTaM IMePCOHANBHBIX JaHHBIX Ha CaiiTe OTHOCSTCS:
— 00BeKkThl HHGpOpPMATH3AIMA W TEXHHYECKHE CpEeACTBAa aBTOMATU3WPOBaHHOW 00paboTkn uH(oOpMaImy,
CoJiEprKalllel IEPCOHANIbHBIC JTAHHbIE;
— mH(pOpPMAaIMOHHBIE pecypchl (0a3bl MaHHBIX, Gainel U Ap.), comepxkamue uHpopMmanuo 00 WHPOPMAIIOHHO-
TEJIEKOMMYHHKAIIMOHHBIX ~CHCTEMaX, B KOTOPBIX IMPKYJIHPYIOT TEPCOHAJbHBIC JaHHBIE, O COOBITHSAX,
NPOM30MIC/IINX C YIpaBiIsieMbIMH OObEKTaMH, O IDIaHax obecriedeHus: OecriepeOolHON PaboOTHl M MPOIeIypax
Mepexo/ia K YIPaBICHUIO B aBAPUHHBIX PEXKUMAX;
— KaHaJbl CBsI3U, KOTOpBIE HUCHOJB3YHOTCS JUIA Tepeladyd TEepCOHANIbHBIX JaHHBIX B BUAEC WH()OPMATHUBHBIX
ANEKTPHUYECKUX CUTHAIOB M (GU3UIECKUX TIOJIEH;
— OTYYXXJIaeMbIe HOCUTENTU WH(GOPMAIMM HA MAarHUTHOM, MarHUTHO-ONTUYECKOH M MHOH OCHOBE, MPUMEHSIEMBIC
JUTst 00pabOTKM IEPCOHATBHBIX JTaHHBIX.
4.3.2. Texuomorunueckas wuH(popMaiuss 00 HHOOPMALMOHHBIX CHUCTEMaX M DJIEMEHTAX CHUCTEMbI 3aIlHUThI
MEPCOHANBHBIX JJAHHBIX, MOJJIEKAIIast 3aIIUTe, BKIFOYACT:
— CBEICHHMA O CHCTEME YMpaBlieHHs IOCTYINOM Ha OOBEKThl WH(POpPMATH3aLKH, HA KOTOPBIX OCYILIECTBISETCS



00paboTKa MePCOHANBHBIX JaHHBIX;

— ynopapisirormas wHbGopManus (KOHPHUTYpaIlMOHHBIE (HaWiTbl, TAONHIBI MAapIIPyTH3AIlUH, HACTPOUKH CHCTEMBI
3alIUTHI U TIP.);

— TeXHOJIOTHYecKas HHPOpMaIHa CPEeICTB JOCTYIA K CHCTEMaM yIpaBiieHus (ayTeHTH(QHUKannoHHas HHpopMaus,
KITFOYH U aTpUOYTHI JOCTYTIA U JIp.);

— XapaKkTepUCTHKH KaHaJIOB CBS3HM, KOTOPBIE KCIIONB3YIOTCS ISl Tepefaddl IMEepPCOHANBHBIX MaHHBIX B BHIIE
MHQOPMATHBHBIX JIEKTPUUECKUX CUTHATIOB M (DU3WYECKUX MOJICH;

— mH(pOpPMAIHSI O CPEACTBAX 3aIIUTH IEPCOHATBHBIX TAHHBIX, UX COCTaBE U CTPYKTYpE, MPUHITUIAX ¥ TEXHHIECKUX
PEIIeHUIX 3aIUTHI;

— cimyeOHbIe JaHHbIE (METaJaHHBIC) MOSBISIONIMECS MPH paboTe MPOrpaMMHOr0 oOecreyeHus, COOOIECHUN |
MPOTOKOJIOB MEKCETEBOTO B3aUMOACHCTBHSL, B pe3ybTaTe 00pabOTKK epCOHATBHBIX JaHHBIX.

4.4, TpeOoBaHUS K CHCTEME 3aIIUTHI IEPCOHATBHBIX TaHHBIX.

CucTeMa 3aIIUThl TEPCOHATILHBIX JaHHBIX JOJKHA COOTBETCTBOBATH TPEOOBaHUAM MOocTaHOBIeHUs [IpaBurenscTBa
or 01.11.2012 Ne 1119 «O06 yTBepxkneHHH TpeOOBaHUI K 3alIUTE MEPCOHAIBHBIX JaHHBIX MPH UX 00pabOTKe B
WH(GOPMAITMOHHBIX CHCTEMaX MEPCOHATBHBIX TaHHBIX).

4.4.1. Cucrema 3aITuThl TEPCOHATLHBIX JAHHBIX JOJDKHA 00€CTIeYnBaTh:

— CBOEBPEMEHHOE OOHApY)KEHHE U MPENOTBPALICHNE HECAHKIIMOHUPOBAHHOTO JAOCTYIA K MEPCOHAIBHBIM JaHHBIM
U (WIK) mepeaayy ux JULaM, He MEIOIIUM IIpaBa JI0CTyTa K Takoi HHpOpMaLny;

— HeIOMyIICHHWE BO3/JCUCTBUS HAa TEXHHYECKHE CPEICTBA AaBTOMATH3UPOBAHHONH OOpabOTKH IMEpPCOHAIBHBIX
JAHHBIX, B PE3yJIbTaTe KOTOPOTO MOXKET OBITh HAPYIIEHO WX ()YHKIIMOHUPOBAHHUE;

— BO3MOXXHOCTh HE3aMEJIUTEIBHOTO BOCCTAHOBJICHHSI IE€PCOHATBHBIX JAHHBIX, MOAW(QUIMPOBAHHBIX WIIH
YHUUYTOXKEHHBIX BCIIEACTBAE HECAHKIIHOHUPOBAHHOTO JIOCTYIIA K HHM;

— TIOCTOSIHHBIM KOHTPOJIb 32 00eCTieYeHNeM YPOBHS 3aIUIIEHHOCTH MePCOHANBHBIX JaHHBIX.

4.4.2. Cpencrtsa 3amuThl HHGOPMALIMH, IPUMEHSIEMbIE B MH()OPMAIIHOHHBIX CHCTEMAX, TOJDKHBI B YCTAHOBICHHOM
MOPSKE TMPOXOIUTH MPOIENYPY OIIEHKH COOTBETCTBUSL.

4.5. Metonb! u criocoObI 3amuThl HHGOPMAIH B MHPOPMAIIMOHHBIX CHCTEMaX NMEPCOHATBHBIX TAHHBIX.

4.5.1. Meroasl W cnocoObl 3amMThl MHGOPMALWK B WHPOPMAIMOHHBIX CHUCTEMaxX IEPCOHAJIBHBIX JaHHBIX
Oneparopa T0JKHBI COOTBETCTBOBATH TPECOOBAHUSIM:

— mpukaza ®CTIK or 18.02.2013 Ne 21 «O6 yrBepxknmenun CocrtaBa W COAEpP)KAHWS OPraHU3AIMOHHBIX M
TEXHUYECKUX Mep 10 00ecreueHnIo 0e30MacHOCTH MEPCOHATBHBIX IaHHBIX IPU UX 00paboTke B MHQOPMAIIMOHHBIX
cHCTEeMax MepCOHATbHBIX JaHHBIX);

— mpukaza ®Cb ot 10.07.2014 Neo 378 «O0 yrtBepxaeHnn CocraBa W COAEp)KaHUS OPTaHU3AIUOHHBIX M
TEXHUUYECKUX Mep 0 00ECIIeYeHNI0 O€30TTaCHOCTH TIEPCOHANFHBIX TAaHHBIX IPU X 00paboTKe B MH(POPMAITHOHHBIX
CHCTEMaxX MEPCOHANBHBIX JAHHBIX C HWCIOJNB30BaHUEM CpEJICTB KPHUNTOrpadUuecKol 3aluThl HHPOPMAIUH,
HEOOXOJMMBIX JIJIsl BHIMOJIHEHUS ycTaHOBIEHHBIX IIpaBurensctBoM Poccuiickoit Dexeparum TpeOGoOBaHUI K
3aIIUTe MePCOHANBHBIX NAaHHBIX IS KaXJI0TO M3 YPOBHEH 3alUIeHHOCTH» (B ciiydae omnpeneneHus Omneparopom
HEOOXOJUMOCTH HCIIONIb30BAHUSI CPENCTB Kpunrorpaduyecko 3ammTel WHPOpPManuu s oOecreueHHs
0€30MacHOCTH MEPCOHATBHBIX JIAHHBIX ).

4.5.2. OCHOBHBIMH METOJAMHU W CIIOCOOAMH 3aIMUTHI MHPOPMAIMK B HHPOPMAIIMOHHBIX CHCTEMaX MEepCOHATBHBIX
naHHbIxX [lonmb3oBareneli sIBASIOTCS METO/ABI U CIIOCOOBI 3alIMTHl HHQOPMAIMK OT HECAHKIIMOHUPOBAHHOTO, B TOM
Yuciie CIIy4aiiHOTO, JOCTyHa K TMEePCOHAIBHBIM JIAaHHBIM, PE3YJIbTATOM KOTOPOTO MOMKET CTaTh YHHUUYTOXCHUE,
W3MEHEeHHe, OJIOKMpOBaHWE, KONMUPOBaHHE, pAacCIpOCTpaHEHHE [EPCOHANBHBIX NaHHBIX, a TaKKe WHBIX
HECaHKIIMOHUPOBAHHBIX JIEHCTBHIA (J1ajiee — METO/BI B CrI0CcOObI 3amuThl nHpopMmarum ot HC/T).

4.5.3. Boilbop W peanuzanusi METOJOB W CIOCOOOB 3amuThl nWHpopmanun Ha CaiiTe OCYIIECTBIACTCS B
COOTBETCTBHHM C PEKOMEHJAIMSIMU PEryisiTopoB B oOiactu 3amuthl uHpOpManuu — OCTOK Poccun u ®Ch
Poccun, ¢ yaerom onpexnensembrx OneparopoM yrpo3 0€301MacHOCTH MEPCOHATBHBIX JaHHBIX (MOIENIH YIpo3) U B
3aBHCUMOCTH OT KJ1acca MHPOPMAITUOHHON CHCTEMBI.

4.5.4. BriOpaHHbIe U pean30BaHHbIC METOJbI U CIIOCOOBI 3aiuThl nHpopMaluy Ha CalTe A0/DKHBI 00SCIIeYMBATh
HEUTpaIM3alrio IpearoaraeMpIx yrpo3 0e30MacHOCTH MEPCOHATIBHBIX TaHHBIX IPH X 00paboTKe.

4.6. Meps! 3amnThl HH(pOpMAaLKKU, COCTABIAIOLICH IePCOHATBHbBIE JaHHBIC.

4.6.1. Mepsl o oxpane 0a3 JaHHBIX, COAEPIKAIINX TIEPCOHATBHBIC JaHHBIE, MPUHUMaeMble OmepaTopoMm, JOKHBI
BKJIIOYATh B ceO:

— onpezesnieHre nepeyHst ”HPOPMaIK, COCTABIISIONICH epCOHANbHBIC TaHHBIE;

— OrpaHWYeHHE JIOCTyNa K WHPOPMAIUH, COJCpKallel MepcoHalbHbIE JaHHbIE, IyTeM YCTAaHOBJICHUS IMOPSIKA
obparreHus ¢ 3Toi nHpOpMaIUe U KOHTPOJIS 3a COOII0OIEHUEM TaKOTO TTOPSIKA.

4.6.2. Mepsl 110 0xpaHe KOHPUISHINATEHOCTH HHPOPMALIMK NPU3HAIOTCS Pa3yMHO JOCTATOUYHBIMH, €CITH:



— UCKJTFOYAETCS IOCTYI K MEPCOHANBHBIM JTAHHBIM JIFOOBIX TPETHUX JIIL 0e3 cornacus Oneparopa;

— o0ecrnieunBaeTcsi BO3MOXHOCTh HCIIONB30BaHMA HWHGOpPMAINH, COJEpKalleid NepCcoHaIbHBIE JaHHBIEe, 0e3
HapyLICHUs 3aKOHOIATENIbCTBA O MIEPCOHATBHBIX JaHHBIX;

— npu pabore c Ilonmp3oBaTeneM ycTaHaBIMBaeTCs Takoil mMopsaoK neictBuii OmepaTopa, TPH KOTOPOM
o0ecrnednBaeTcsi COXpaHHOCTh CBEIEHUH, COIEPIKaIINX MepCOHaNbHbIE nanHbIe [loap30Barens.

4.6.3. llepcoHanbHble AaHHBIE HE MOTYT OBITh HCHOJB30BAHBI B IEJAX, MPOTUBOpPEYANTNX TPeOOBAHHSIM
®denepanbHOrO 3aKOHA, 3aIIUTHl OCHOB KOHCTHTYLIMOHHOTO CTPOsI, HDABCTBEHHOCTH, 30POBbs, MPaB U 3aKOHHBIX
WHTEPECOB JIPYTHX JINII, 0becriedeHnss 000pOHBI CTpaHbI M 0€30IaCHOCTH TOCyIapCTRa.

4.7. OTBETCTBEHHOCTb.

4.7.1. Bce corpynuuku OmepaTopa, OCYIISCTBISIIOIINE OOpa0OTKY MEPCOHAIBHBIX NaHHBIX, O0s3aHBI XPaHUTh
TailHy O CBEIECHHUSX, COIEpPXKAIMX IEPCOHANbHBIC IaHHBIC, B COOTBETCTBHH c [lomokeHneM, TpeOOBaHUSAMH
3aKOHOJAaTenbCcTBa PO.

4.7.2. Jluua, BUHOBHBIE B HapyleHun TpeboBanuii [lonoxkeHus, HeCyT NpeAyCMOTPEHHYIO 3aKOHOJaTeNbCTBOM PO
OTBETCTBEHHOCTb.

4.7.3. OTBETCTBEHHOCTh 3a COOIOJICHWE peXUMa IePCOHANBHBIX MAaHHBIX II0 OTHOIICHHWIO K IEPCOHATBLHBIM
JTAHHBIM, HaXOIMMCS B 0a3ax maHHbIX CaiiTa, HECYT OTBETCTBEHHBIE 32 00paOOTKY MEePCOHANBHBIX JTaHHBIX.

5. 3aKIIOYNTENbHBIE MTOT0KEHUS
5.1. B cmyyae wu3MEHEHHUs ACHCTBYIOIIEr0 3aKoHOAaTenbcTBa P®, BHeCEHUS HU3MEHEHHA B HOPMAaTUBHBIC
JOKYMCHTBI 110 3alIUTE MEPCOHAIIBHBIX AJAaHHBIX HACTOAIICC ITonoxxenue ILGP'ICTByeT B 4acCTu, HC HpOTHBOpC‘IaHleﬁ
JIEHCTBYIOLIEMY 3aKOHOJIATENBCTBY J0 IMPUBEIEHUS €0 B COOTBETCTBUE C TAKHMHU.
5.2. VYcnoBus Hactosiero Iloo)keHHsI YCTaHABIMBAIOTCS, HW3MEHSIOTCA M OTMEHsitoTcs OmnepatopoM B
OTHOCTOPOHHEM Topsake 0e3 mpeaBapureapHoro ysenomieHus [lomp3oBarens. C MmoMmeHTa pa3memeHus Ha Caiite
HOBOM pemakiuu IlonmoxkeHuss mpeaplaylias peAaklus CuUdUTaeTcss yTpaTuBledl cBoio cuiy. B ciydae
CYIIIECTBEHHOTO WM3MEHeHus1 ycnmoBuii Hactosimiero Cormamenuss Omepatop u3Bemiaer o0 stoM Ilomb3oBareneit
myTeM pa3menieHns Ha CaliTe COOTBETCTBYIOIIETO COOOIICHYISI.
5.3. Ecnu Ilonb30Barens He cOraceH ¢ ycIoBHsIMH HacTosero IlomoxeHus, To OH JOIKEH HEMEAJICHHO yIalIuTh
cBoii mpoduis ¢ CaliTa, B IPOTUBHOM ClTydae MPOAOIDKEHHE Hconb3oBanus [lonb3oBarenem CaiiTa 03HavaeT, 4To
[Tonp30Barens cornaceH ¢ yciaoBusMH Hactosiero [lomoxeHust.



